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At PAVE, we excel to be the leader in the provision and development of integrated services 

against intra/interpersonal violence in Singapore, through the hard work and dedication of our 

employees and volunteers and with the gracious support of our donors.  We take pride in what 

we do and in the way in which we service our community. 

PAVE has always valued the privacy of our clients, our donors, our employees, including our 

volunteers, and all other individuals with whom we have contact during our various activities.  

The Personal Data Protection Act that has been enacted here in Singapore means that we 

now need to put in place formal policies and practices about how we collect, use or disclose 

personal data about individuals. 

This Data Protection Policies and Practices Manual sets out our policies for complying with 

the Personal Data Protection Act and tells you how we will collectively carry out our day-to-day 

operations in a way that reflects those policies.  I am personally committed to PAVE complying 

with all the laws and regulations that govern our activities, including the Personal Data 

Protection Act.  I trust that you will join me in ensuring that we all comply with it. 

I have appointed our Data Protection Officer.  If you have any questions about anything in this 

Manual or any comments on the way this Manual, or the policies and practices described in 

it, could be clarified or improved, please let our Data Protection Officer or me know at tel. no.: 

6555 0390 or email: dpo@pave.org.sg. 

Thank you for your cooperation and your continuing role in our success. 

 

 

 

Mr Michael Gray, BBM (L) 

President 
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OBJECTIVES of PDPA POLICY 

The main objectives of this PDPA Policy are to:  

 set out the requirements and / or procedures PAVE has adopted in connection with the 

PDPA in order to comply with it;  

 provide a clear understanding of the practices required of each employee and volunteer 

of PAVE to give effect to those requirements and / or procedures in a way that reflects and 

supports the operations of PAVE.  

 Regulate PAVE’s activities relating to the collection, use and disclosure of personal data 

and subsequent correction, retention and destruction procedures (“PD”) 

 

PURPOSE and APPLICATION of POLICY 

 Compliance with this PDPA Policy is mandatory for all employees and volunteers who 

have access to any personal data while working or volunteering with PAVE.  

 They must refer to the relevant section(s) of this Manual in carrying out their daily 

operational roles when dealing with personal data. 

 This PDPA Policy, including all its contents, is confidential to PAVE. Employees of PAVE 

must not disclose it to any other organisation or person, except as required by law. 

 For areas not covered in this policy PAVE shall fall back on the guidelines set out by the 

Personal Data Protection Commission (PDPC) (www.pdpc.gov.sg).  

 

POLICY REVIEW  

 Questions and suggestions regarding this PDPA Policy, must be directed to PAVE’s Data 

Protection Officer for compilation and consideration. 

 The Audit Committee shall review the PDPA Policy at least once every 3 years and 

recommend changes when necessary for Management Committee’s approval. 

 

POLICY EXCLUSION 

 PAVE does not send marketing messages and materials. Therefore, Do Not Call Registry 

policies and practices are not included in this policy. 

 

POLICY AMENDMENTS 

 PAVE reserves the right to amend this PDPA Policy from time to time. Any such amended 

Policy shall similarly apply to employees and volunteers from the time of such amendment 

taking effect.  
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I. DATA PROTECTION OFFICER (DPO)   

A. Appointment of DPO 

 DPO is to be appointed by ED and approved by MC. 

 

B. Main Roles and Duties of DPO 

 Ensure compliance and implementation of PDPA policies and processes for handling PD; 

 Foster a data protection culture within PAVE and communicate PD protection policies to 

stakeholders; 

 Manage and address PD protection-related queries and complaints; 

 Alert management to any risks that might arise with regard to PD;  

 Ensure compliance by third party providers / vendors with PD policy, where required; 

 Liaise with the PDPC on data protection matters, if necessary. 

 

C. How to Contact the DPO? 

 Following are possible ways to contact the DPO: 

Email  dpo@pave.org.sg  
 

Call 6555 0390  
 

Fax  6552 5290  
 

Report in person / Mail to   Blk 211  
Ang Mo Kio Avenue 3  
#01-1446  
Singapore 560211  
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II. DEFINITIONS 

What is Personal Data (PD)? 

"Personal data refers to data about an individual who can be identified from that data, or from 

that data and other information to which the organisation has or is likely to have access."  

(Source: https://www.pdpc.gov.sg/Overview-of-PDPA/The-Legislation/Personal-Data-

Protection-Act, @12 March 2021) 

 

What is PD in the context of PAVE? 

 Data that could uniquely identify a person, e.g.  

- National Registration Identity Card (NRIC) Number / Foreign Identification Number (FIN) 

- Full name as in NRIC / FIN 

- Personal mobile phone number 

- Photograph 

- Passport number 

 Data that could possibly identify a person, e.g.  

- Full address as in NRIC / FIN 

 Combination of non-PD data that could identify a person (e.g. high profile cases that are 

widely known) 

 

What is not considered PD? 

 Data that are readily available to the public (e.g. a person's gender, photograph of a public 

figure) 

 Data that could not uniquely identify a person (e.g. only the HDB block number of an 

address) 

 Non personal data for e.g. data about a company, such as the company’s share capital 

and Board of Directors 

 

What is express consent? 

 Consent given by signature or via digital means (e.g. indicating on a digital intake form) 

As far as possible, express consent should be obtained. 

 

What is deemed consent? 

 Individuals are deemed to have given their consents by voluntarily providing their PD to 

PAVE for a purpose. Examples include, but not limited to the following:  

- being in PAVE's premises; 

https://www.pdpc.gov.sg/Overview-of-PDPA/The-Legislation/Personal-Data-Protection-Act
https://www.pdpc.gov.sg/Overview-of-PDPA/The-Legislation/Personal-Data-Protection-Act
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-  seeking PAVE’s services, either digitally, telephonically or in person with the 

knowledge that PD could be disclosed to public agencies (i.e. MSF, SPF) as required by 

law 

- participating in an event organised by PAVE with the knowledge that materials (e.g. 

pictures) from the event could be used by PAVE (e.g. Annual Report); 

- applying for job openings with the knowledge that PAVE could contact job applicants; 

- being employed by PAVE with the knowledge that PAVE could disclose PD to public 

agencies (e.g. IRAS, CPF Board, SPF) as required by the law; 

- donating to PAVE with the knowledge that PAVE would send donors' PD to IRAS or 

send donation receipts to donors. 

 Examples of PD covered under deemed consent include, but not limited to, the following:  

- pictures taken at an event organised by PAVE; 

- CCTV footages taken at PAVE's premises; 

- sending relevant PAVE materials to a person who had contact with PAVE before. 

 PAVE would put up visible signs / notices / wordings to inform when reasonably possible 

(e.g. notices of CCTV in operation).   

 

What is employment related evaluative purposes? 

 Employment related evaluative purposes refer to collection, use or disclosure of an 

employee PD for the purpose of determining the suitability, eligibility or qualifications of 

the employee to whom the data relates for:  

- employment or potential employment; 

- promotion in employment; 

- continuance in employment; 

-  termination from employment.  

 

Who is a Data Intermediary? 

 Data intermediary refers to third parties who process personal data on behalf of PAVE, but 

does not include an employee of PAVE. Data intermediaries could be, but are not limited 

to, organisations that PAVE engaged to take photos at an event or to produce video 

recordings about PAVE. 

 No collection of PD by a Data Intermediary can take place unless the consent of the 

individuals to disclose PD to the Data Intermediary has been obtained. 

 When PAVE engages a data intermediary, personal data provided by PAVE to that data 

intermediary is, and remains, under the control of PAVE. Personal data provided to a data 
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intermediary shall be limited in purpose and shall be deleted immediately upon completion 

of purpose unless otherwise required under law. 

 

Who do PAVE collects PD from? 

a. Client 

 Voluntary clients are people who seek PAVE’s services voluntarily. 

 Mandated clients are people who are mandated by the Court to receive services at 

PAVE.      

 Potential clients are people who are referred by parties outside of PAVE such as other 

Public Agencies / Organisations / Individuals / Members of Parliament.   

Status of a Client 

 Active clients - clients who are currently receiving services at PAVE. 

 Inactive clients -  

o clients whose cases are closed;  

o clients who are uncontactable due to various reasons.  

o Deceased clients 

 

b. Employee  

 Active employees  

 Resigned employees  

 Potential employees / Referees of potential employees 

 

c. Member 

 Potential / Current / Ex- Management Committee (MC) members 

 Life-long members 

 

d. Volunteer (note: currently PAVE do not have a pool of volunteers other than MC members) 

 

e. Donor 

 Non-Tax-Deductible donor  

 Tax-Deductible donor 

 

f. Others 

 Individuals who attend events organised by PAVE, these include, but not limited to, 

the following: 

- Public education events  
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- Seminars 

- Training / Workshops  
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III. CLIENTS 

A. Collection 

Overarching Principle 

 When individuals approach PAVE for services on their own accord (e.g. walk in, via phone 

calls or emails) PAVE work on the basis of deemed consent to collect basic PD (name, 

contact number, address) from individuals  

- to cross check against PAVE client database and  

- to proceed with initial assessment to determine whether PAVE could provide the 

appropriate services. 

 PAVE case workers follow the Intake and Advice (I&A) procedures, an internal guide, to 

deal with referrals of various sources to ensure confidentiality of clients. 

 When receiving services at PAVE, clients are required to give their expressed consent and 

sign a service contract before provision of any services, and will be informed regarding 

retention and disclosure of their PD that are collected by PAVE. No deemed consent is 

allowed. 

 When an individual is below 21 years of age and / or a vulnerable adult*, express consent 

of the individual's parent / lawful guardian / official care giver must be obtained and 

recorded before provision of any services. No deemed consent is allowed.      

 When taking pictures of clients / audio or video recording a session with clients: express 

consent must be given and recorded in a form (digital or physical) before commencement 

of activity. No deemed consent is allowed. 

(*someone who is mentally or psychologically challenged / disturbed and is deemed 

incapable of making sound decisions)  

 

B. Retention 

 All cases (active / inactive) - PD, case session recordings (CSRs), phone conversations, 

and other data collected are stored in the Salesforce system.  

 During the period of retention, PD collected are treated with strict confidence, accessible 

only by respective case workers and their supervisors on a need-to-know basis. 

 

C. Disclosure 

 PAVE must not use or disclose a client's PD for purposes other than stated in the intake 

form unless specifically instructed by the ED / DD for valid reasons.  

 For exception, refer to section IX. 

 

D. Withdrawal of Consent 
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 Clients should, as far as possible, contact their caseworkers to indicate their intention to 

withdraw their express consent. Otherwise they could contact the DPO via the published 

info on the PAVE website. 

 Refer to section X for administrative details. 

 

E. Destruction 

 When a case is closed and after 5 years (from the year of closure) only closure reports 

and PD of clients would be kept, they are accessible only by those with access rights.  

 Refer to section XII for details.  
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IV. EMPLOYEES 

A. Collection 

 When potential candidates (i.e. job applicants) attend job interviews, express consent must 

be given and recorded in the job application form (digital or physical). No deemed consent 

is allowed.  

 HR Manager / HR Executive should ensure that a potential employee has confirmed for 

PAVE to contact the referees stated in the job application form (digital or physical) before 

contacting the referees.  

 HR Manager / HR Executive should confirm the referees' willingness to proceed with the 

reference process before proceeding. 

 

B. Retention 

 For unsuccessful interview candidates, their PD (e.g. CV, job application form, certificates) 

may be retained for a period of max 3 months from their last interview with PAVE. 

 For candidates who are selected for employment, their CV and PD that are collected during 

the period of employment (collectively referred as the P-File) would be retained for future 

reference as long as they are in active service in PAVE.  

 During the period of retention, PD collected are treated with strict confidence and are 

accessed only by  

- HR Manager;  

- HR Executive; 

- Employees tasked by ED to handle HR matters. 

- MC members presiding on HR matters 

 

C. Disclosure 

 PAVE may collect, use or disclose PD of current employees without consent for 

- employment related evaluative purposes;   

- government related surveys; 

- when contacted by employers which ex-employees are seeking employment with; 

- PAVE’s third party advisers including lawyers or consultants in the event of any claims, 

disputes or investigations relating to the employee. 

 For other exceptions, refer to section IX. 

 

D. Withdrawal of Consent 

 Potential / Ex- Employees should, as far as possible, contact the HR Manger / HR 

Executive to indicate their intention to withdraw their express consent or seek deletion of 
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any data. Otherwise they could contact the DPO via the published info on the PAVE 

website. 

 Refer to section X for administrative details. 

 

E. Destruction 

 For unsuccessful job applicants, their PD (digital or physical) should be deleted / destroyed 

within 3 months of rejection of application. 

 Following table is MOM’s guideline on employee records retention: 

Format Soft or hard copy, including handwritten. 

For 
how 

long? 

- For current employees: Latest two years. 
- For ex-employees: Last two years, to be kept for one year after the 

employee leaves employment. 

(Source: https://www.mom.gov.sg/employment-practices/employment-records, @13 Apr 

2021). When deemed necessary by management, employees’ records could be kept 

longer than what’s stated above. 

 For employees with ongoing dispute with PAVE, their records would be kept for 7 years in 

accordance with the Evidence Act Singapore.  

 Refer to section XII for details. 

 

F. Duties and Rights   

   Duties of an Employee Rights of an Employee 

 Employees must keep their PD up to 
date in the HRMS system and when 
reminded by the HR department. 
 
 
 
 

 Employees must contact the HR 
department for PD that employees could 
not update in the HRMS system as soon 
as they become aware of it.  

 With some exceptions and prohibitions, 
an employee has the rights to request 
PAVE to correct an error or omission in 
the PD about the employee that is in the 
possession or under the control of 
PAVE. 

 

 With some exceptions and prohibitions, 
on request of an employee PAVE will, as 
soon as reasonably possible, provide the 
employee with: 
- PD about the employee that is in the 
possession of PAVE or under its control 
and 
- information about the ways in which 
that PD has been or may have been 
used or disclosed by PAVE within a year 
before the data of the request.  

 
 

  

https://www.mom.gov.sg/employment-practices/employment-records
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V. MEMBERS 

A. Collection 

 When an individual signs up for PAVE membership, express consent must be given and 

recorded in the Member Application and Management Committee Registration Form 

(digital or physical). No deemed consent is allowed. 

 When requesting the Centre for Non-Profit Leadership to source for potential MC member 

candidates and to provide PAVE with their CVs, PAVE relies on deemed consent given by 

the individuals to the collection, retention and disclosure of their PD.   

 When individuals send their CVs in respond to MC's request, the individual is deemed to 

have consented to the collection, retention and disclosure of their PD.  

 During the process of deliberation by the MC, the CVs and PD of potential candidates 

would be handled with strict confidence. 

 

B. Retention 

 During the period of retention, members' PD collected are treated with strict confidence 

and are accessed only by  

- employees handling membership matters (e.g. collecting membership fee, sending 

welcome package to a member); 

- employees given permission by ED; 

- ED 

- MC 

 

C. Disclosure 

 PAVE must not use or disclose members PD other than stated in the Member Application 

and Management Committee Registration Form unless directed by the President or ED 

for valid reasons. 

 PAVE may collect, use or disclose PD of potential / current member without consent for  

- appointment to office;  

- promotion in office or for continuance in office;  

- removal from office. 

 For exception, refer to section IX. 

 

D. Withdrawal of Consent 

 Members should, as far as possible, contact the HR Manger / HR Executive to indicate 

their intention to withdraw their express consent or request deletion of any data. Otherwise 

they could contact the DPO via the published info on the PAVE website. 
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 Refer to section X for administrative details. 

 

E. Destruction 

 Life-long members’ PD would be kept indefinitely.  

 Any member's PD should be deleted / destroyed within 90 days of: 

- PAVE MC making a decision not to interview the individual;  

- PAVE MC making a decision not to invite the individual to join the MC; 

- An individual notifying PAVE of not joining the MC after being invited; 

- A member leaving the MC and he / she is not a life-long member. 

 Refer to section XII for details. 
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VI. VOLUNTEERS 

A. Collection 

 When individuals sign up with PAVE as volunteers, express consent must be given for 

collection and use of PD and recorded in a volunteer application form (digital or physical). 

No deemed consent is allowed.  

 

B. Retention 

 Volunteers’ PD collected in the volunteer application form would be retained as long as 

they are actively volunteering with PAVE. 

 During the period of retention, PD collected are treated with strict confidence and are 

accessed only by  

- employees who are managing volunteers;  

- employees given permission by ED / DD; 

- ED and DD.  

 

C. Disclosure 

 PAVE must not collect, use or disclose volunteers' PD other than what is stated in the 

volunteer application form unless directed by the ED for valid reasons.  

 For exception, refer to section IX. 

 

D. Withdrawal of Consent 

 Volunteers should, as far as possible, contact the employee who was / is handling their 

volunteering to indicate their intention to withdraw their express consent or delete any PD. 

Otherwise they could contact the DPO via the published info on the PAVE website. 

 Refer to section X for administrative details. 

 

E. Destruction 

 Refer to section XII for details. 
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VII. DONORS 

A. Collection 

 Following are commonly used donation platforms: 

- online / digital platform (e.g. giving.sg);  

- direct bank transfer via banking apps (e.g. Paynow);  

- cheque handed to PAVE employees in person / sent in via snail mail;  

- cash handed to PAVE employees in person. 

 All PD collected during the process of donation would be taken as deemed consent given 

for the purpose of  

- reporting to IRAS; 

- sending tax-deductible receipt to donor; 

- sending letter of appreciation / thank-you note to donor; 

unless expressly indicated otherwise by donor. 

 

B. Retention 

 During the period of retention, donor's PD collected are treated with strict confidence and 

are accessed only by  

- employees handling donation matters; 

- employees given permission by ED / DD; 

- ED and DD. 

 Donors' PD collected are retained by PAVE unless otherwise notified by donors. 

 

C. Disclosure 

 PAVE will not disclose donor's PD other than to the relevant government agencies when 

required.  

 For exception, refer to section IX. 

 

D. Withdrawal of Consent 

 Donors should contact the Admin Manager / Admin Exec to indicate their intention to 

withdraw their express / deemed consent or seek deletion of any PD. Otherwise they could 

contact the DPO via the published info on the PAVE website. 

 Refer to section X for administrative details. 

 

E. Destruction 

 Donors' PD would be deleted from the donor database only when instructed by donors in 

writing. 
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 Refer to section XII for details. 
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VIII. OTHERS 

A. Collection 

 When individuals register with PAVE for an event organised by PAVE, express consent 

must be given and recorded in the respective registration form (digital or physical).  

 For public events where registration is not required, PAVE works on the basis of deemed 

consent in collecting PD (e.g. photo of participants). PAVE would put up visible signs / 

notices to inform the public of deemed consent especially for photo taking.  

 

B. Retention 

 PD collected could be retained for future reference as long as it is deemed necessary by 

PAVE (e.g. compilation of anniversary materials). 

 During the period of retention, PD collected are treated with strict confidence and are 

accessed only by  

- employees in charge of an event; 

- employees given permission by ED / DD; 

- ED and DD.  

 

C. Disclosure 

 PAVE will not disclose participant's PD other than what is stated in the registration form.  

 For exception, refer to section IX. 

 

D. Withdrawal of Consent 

 Participants should, as far as possible, contact the officer / department stated on the 

registration form to indicate their intention to withdraw their express consent or request 

deletion of any PD. Otherwise they could contact the DPO via the published info on the 

PAVE website. 

 Refer to section X for withdrawal of deemed consent and administrative details. 

 

E. Destruction 

 Refer to section XII for details. 
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IX. COLLECTION, USE & DISCLOSURE of PD 

Overarching Principle 

PAVE undertakes a reasonable effort to ensure that all PD collected by it or on its behalf is 

accurate and complete. PAVE is particularly concerned about the accuracy and 

completeness of PD if it:  

 is likely to be used by PAVE to make a decision that affects the individual to whom the 

PD relates; 

 is likely to be disclosed by PAVE to another organisation.  

 

A. What must be stated when collecting PD?  

The following must be stated clearly in plain English when collecting PD (e.g. casework intake 

form, job application form): 

 Purpose of collecting PD; 

 Reason for use and disclosure of PD;  

 Period of retention of PD;  

 How to update / correct / delete PD when necessary;  

 How to withdraw consent when necessary; 

 How could owner of PD be contacted if there are significant changes to the original 

purpose of collection, reason of use and disclosure, period of retention, etc.; 

 Giving of consent. 

 

B. How to ensure PD collected is accurate? 

Employees should observe the following: 

 Act diligently and conscientiously in collecting PD from individuals in the course of their 

work with PAVE.  

 Verify information provided by individuals (e.g. sighting evidence such as an NRIC or a 

payslip). 

 Whenever possible, individuals should complete form(s) on their own and give consent. 

When this is not possible, employee is to assist to fill up the form(s) carefully, completely 

and accurately. Where feasible, provide individuals with a print out of the form(s) for 

checking purpose. 

 Seek assistance or guidance from Supervisors / Managers / DPO in any instance when 

there is reason to believe that an individual does not provide to PAVE:  

- information that is accurate and / or  

- information that is complete (in the context and having regard to the purpose for which it 

is provided). 
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 Where the individual is below 21 years of age but 13 years or older, PAVE may treat 

consent given by that individual as to how that individual’s PD can be processed, as valid. 

However, if there is reason to believe or it can be shown that the minor does not have 

sufficient understanding of the nature and consequences of giving consent, PAVE must 

seek the consent of the minor’s parent or legal guardian. When PAVE deal with anyone 

who is below 13 years of age, consent for the purpose of dealing with that individual’s PD 

would need to be obtained from that individual’s parent or legal guardian. 

 If PAVE relies on third party data intermediaries or service providers to provide PD of 

individuals, PAVE must ensure that the PD provided is accurate and complete. 

 

C. When could PAVE disclose PD collected outside of the consented scope? 

Use and disclosure of PD collected outside of the consented scope is allowed when it is 

 Mandated by law (e.g. police investigation);  

 Required by government policy (e.g. IRAS reporting, national survey); 

 In an emergency (e.g. when client’s life is at stake or client’s family member’s life is at 

stake); 

 Required in connection to PAVE obtaining legal service; 

 Necessary to recover a debt. 

 

D. Who to inform before using PD collected outside of consented scope? 

 For casework related - inform ED, DD and Principal Caseworker. 

 For HR related - inform HR Manager and ED. 

 None of the above - inform DPO and ED. 
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X. PD RELATED ACCESS / CORRECTION / WITHDRAWAL REQUEST FROM THE 
PUBLIC 

Overarching Principle   

 With some exceptions and prohibitions, on request of an individual, PAVE will, as soon as 

reasonably possible, provide the individual with:  

- PD about the individual that is in the possession of PAVE or under its control  

- information about the ways in which that PD has been or may have been used or 

disclosed by PAVE within a year before the date of the request  

 An individual has a right to request PAVE to correct an error or omission in the PD about 

the individual that is in the possession or under the control of PAVE. PAVE shall use its 

best efforts to correct any error or omission to the extent it is possible to do so and will 

inform the individual if such correction is not possible. 

 

A. Access Request  

 Employees of PAVE receiving the access request must immediately inform their 

Supervisors or DPO. 

 All access request must be documented by  

- the requester filling up the Application To Access Personal Data Form (refer to Form 1); 

- the requester acknowledging the receipt of any documents given by PAVE (refer to Form 

2). 

 PAVE should give a response within 30 days and must inform and update the individual 

when more time is needed. 

 

B. Correction Request 

 Employees of PAVE receiving the correction request must immediately inform their 

Supervisors or DPO. 

 All correction request must be documented by  

- the requester filling up the Application To Correct Personal Data Form (refer to Form 3) 

and providing the necessary documents for verification purposes. 

 PAVE should give a response within 30 days and must inform and update the individual 

when more time is needed. 

  

C. Withdrawal of Express Consent Request    

 Employees of PAVE receiving notification of withdrawal of consent must immediately 

inform their Supervisors or DPO. 
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 On giving reasonable notice to PAVE, individuals / legal guardian of individuals could 

withdraw their express consent. All withdrawal of express consent request must be 

documented by 

- the requester filling up and signing the Consent Withdrawal Form (refer to Form 4);  

- the requester acknowledging the withdrawal of express consent. 

 PAVE should give a response within 30 days and must inform and update the individual 

when more time is needed. 

 Employee must explain to the requestor the implication, if any, and inform the individual of 

the likely consequences of withdrawing the express consent and ensure the requestor sign 

the Consent Withdrawal Form.  

 

D. Withdrawal of Deemed Consent Request    

 Employees of PAVE receiving notification of withdrawal of deemed consent must 

immediately inform their Supervisors or DPO.  

 Individuals / Legal guardian of individuals could withdraw their deemed consent by 

informing PAVE via  

- the stated contact person as stated in the registration form / application form / publicity 

material, etc.;  

- dpo@pave.org.sg;  

- other means such as turning away from a camera or indicating clearly with hand gestures. 

 PAVE will comply, within reasonable and possible means and within its ability to accede 

to the withdrawal request. 

 PAVE would cease collecting, using or disclosing the individual’s PD for the purposes in 

question pursuant to the notice of withdrawal of consent, unless such collection, use or 

disclosure, without consent, falls under an exception in the PDPA or is authorised by law; 

and cause all of its data intermediaries to cease collecting, using or disclosing the PD as 

well. 

 

E. Providing an Option to Unsubscribe to Unsolicited Materials   

 When sending out unsolicited materials of any form (e.g. Electronic Direct Mailer (EDM), 

invitation to event) employees must ensure that the option to withdrawal / unsubscribe is 

clearly indicated and visible.  
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XI. PD PROTECTION MEASURES 

What is done to protect PD collected by PAVE?    

A. Employees 

 On an annual basis, employees must sign the PDPA Employee Self-Declaration Form 

(refer to Form 6) and submit to the DPO. 

 

 Work-related PD is strictly for work use, these PD 

- Must not be copied onto employees' own personal devises (e.g. USB sticks, mobile 

phone) or sent to employees' own personal email; 

- Should not be revealed except for the sole purpose of performing their role with PAVE; 

- Should not be posted in employees' own personal social media platform (e.g. pictures). 

 

 Employees must observe the clean-desk policy at all times for both physical and electronic 

desktops: 

- When employees are not at their work areas materials that contain PD should be safely 

kept away from curious eyes. 

- Materials that contain PD should be kept under cover (e.g. in drawers, cupboards) when 

employees are away for long period of time, such as away for a meeting. 

- Materials that contain PD should be turned face-down or under a cover when employees 

are away for a short period of time, such as taking a bio-break. 

- All electronic devices should be screen locked and have screen-lock function activated 

- Documents with PD should not be stored on the desktop of PCs and laptops for security 

reason.   

 

 Document related  

- Employees should retrieve printed documents with PD immediately to minimise the 

possibility of other employees chancing on the documents.  

- Employees should password protect documents with PD before emailing them. The 

password should be sent via another means (when possible). When sending password via 

email, the email should bear a different subject title. 

- When PD is printed on one side of a paper, the piece of paper should be shredded and 

not recycled. 

 

 Session related  

- Materials that are related to a session with clients must be kept properly under lock and 

key. 
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- Caseworkers should delete session related pictures from the common office tablets as 

soon as there is no future need of them. 

  

 Working outside of office 

- Employees should refrain from working on confidential documents in public places (e.g. 

café) unless really necessary. All work-related devices and materials are to be in the 

presence of employees at all times, i.e. employees must not leave bags containing printed 

materials with PD or laptop unattended.  

- During home visits, only documents (both physical and electronic) related to the home 

visit case are to be opened.  

- While working from home, employees are to observe the clean-desk policy stated above 

at all times. 

- Employees should not share their work-related electronic devices and material with any 

other parties. 

 

B. IT Manager 

 IT Systems and Email System 

- Ensure system administrator grant access rights based on a need-to-know basis; 

- Ensure data on cloud-based systems are transmitted encrypted; 

- Ensure password to access IT systems that contain PD and email accounts are changed 

every 45 days (criteria stipulated by insurance policy), except for IT systems with 2-Factor 

Authentication. 

 Networks and Electronic Devices  

- Ensure updated firewalls and anti-virus software are deployed in network and electronic 

devices. 

 Website 

- Ensure documents and Information made available online do not contain PD other than 

those for public consumption (e.g. list of Management Committee members). 

 

C. Top Management 

 Takes on an advisory role to supervise and advise DPO. 

 

D. Audit Committee 

 Takes on an advisory role to advise, review and endorse the revised policy every 3 years. 
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E. Data Intermediary  

 The data intermediary must provide documentation and evidence that it has policies, 

practices and controls in place to comply with the PDPA. A written contract to engage the 

data intermediary must clearly specify the data intermediary’s obligations and 

responsibilities to ensure PAVE comply with the PDPA. 

 An employee of PAVE could sign a contract to engage a data intermediary or to renew, 

extend or modify the engagement of a data intermediary, only with the written approval 

(e.g. via email) of the ED / DPO. 
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XII. DISPOSAL OF PD 

Overarching Principle  

PAVE ceases to retain documents (electronic and hardcopy) with PD as soon as it is 

reasonable to assume:                   

 the purpose for which that PD was collected is no longer being served by retention of the 

PD;  

 retention is no longer necessary for legal or business reasons; 

 retention is no longer required for any other reason set forth in this policy.  

 

A. Paper Medium (e.g. forms, documents, notes) 

All paper containing PD must be disposed by 

- shredding (small quantity and on a regular basis by employees); 

- engaging reputable third-party vendor to dispose of them (large quantity). They should be 

stored under lock and key before disposal by third-party vendor. 

 

B. Electronic Medium (e.g. DVDs, CDs, USB sticks, external hard disks, solid state 

drives) 

All electronic medium containing PD must be disposed by  

- crushing, drilling, shredding or physically destroying the medium;  

- engaging reputable third party vendor to dispose of them (large quantity). They should be 

stored under lock and key before disposal by third-party vendor. 

 

C. Ceasing to Retain 

In carrying out destruction, it should cover not only PD in PAVE’s IT systems and hard copy 

storage medium, but those of its Data Intermediaries. 

 

D. Records Stored in Systems 

 Currently PAVE stores  

- Casework records in Salesforce (a Customer Relationship Management System); 

- Employee records in Prosoft (a Human Resource Management System). 

 For closed casework cases  

- remove from Salesforce all CSRs, phone conversations, and other data after 5 years;  

- only retain closure report and PD as clients do come back for services. 

 For ex-employees 

- Cases in dispute - keep records for 7 years in accordance to the Evidence Act Singapore;  
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- Other cases - remove from Prosoft and shred any physical records 1 year (from the year 

of resignation) after employee’s official last day with PAVE. 
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XIII. PD BREACH 

 In the event of a PD breach, PAVE follows the following 4 keys steps as per PDPC’s 

recommendation: 

- Contain the PD breach to prevent further compromise of data and implement mitigating 

actions to minimise potential harms from the breach. 

- Assess the PD breach by gathering the facts and assessing the effectiveness of 

containment actions taken so far and what needs to be done. 

- Report the PD breach to PDPC and / or the affected individual(s) according to the Data 

Breach Notification Obligation no less than 72 hours of the incident.  

- Evaluate response to the PD breach and consider the actions which could be taken to 

prevent future data breaches. 

(Source: https://www.pdpc.gov.sg/Help-and-Resources/2021/01/Data-Breach-

Management-Guide, @15 Apr 2021) 

 Anyone (e.g. the public, employees, client) may inform PAVE of a (possible) PD breach 

via the website, phone call, email or any other means. This person would be termed as 

the Reportee. 

 

What should be done in the event of a PD breach? 

 When PAVE is informed of a data breach, at least one of the following employees has to 

be informed immediately: 

- DPO; 

- Head Casework - when client's PD is involved; 

- ED. 

 The Reportee has to fill up a Personal Data Breach Report (refer to Form 5) and sign it. 

Filling up this report is necessary to  

- ensure PAVE has as much information as possible for investigation; 

- reduce misuse. 

 The PD breach report allows PAVE to take the appropriate and necessary decisions, such 

as whether to file a police report, conduct an investigation internally, convene an 

independent investigation team, etc. 

  

https://www.pdpc.gov.sg/Help-and-Resources/2021/01/Data-Breach-Management-Guide
https://www.pdpc.gov.sg/Help-and-Resources/2021/01/Data-Breach-Management-Guide
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Form 1 Application To Access Personal Data             

This form would take about 10 minutes to complete. 

I.  APPLICATION TO ACCESS PERSONAL DATA 

Under the Personal Data Protection Act 2012 (“PDPA”), you are entitled to request for 
your personal data that we have, and request to know how your personal data had been 
used or disclosed over the past year.  
 
Please complete this form and submit it to: 
In person or by post: 
Data Protection Officer 
PAVE 
Blk 211 Ang Mo Kio Ave 3    
#01-1446   
Singapore 560211  
 

You can also email the completed form to 
us: dpo@pave.org.sg 
 

II.  PARTICULARS OF REQUESTOR 

1.  
2. Name of Requestor: __________________________________________ 
3.  
4. Contact Number: ______________________ 
5.  
6. Email Address: ______________________________________________ 
7.  

     I am making an access request for my own personal data 

Please furnish a copy of <insert proof of identity accepted> for verification purposes. 

 

     I am making an access request on behalf of other individual(s) 

Please complete this section if you are making an access request on behalf of other 
individual(s). 
Name of other individual(s) whom you are making an access request on behalf of: 

______________________________________________________________________ 

8. Contact Number: ______________________ 

Email Address: _______________________________________________ 

Please furnish a copy of <insert proof of identity accepted> for verification purposes. 

 

III. DESCRIPTION OF THE PERSONAL DATA REQUESTED 

Please state your purpose for accessing the personal data so that we can process your 
access request quickly and efficiently. In addition: 
1. please provide the date, time and location of the event if you are requesting access 

to audio or video records; 
 

2. for all other personal data, please indicate the type of personal data you are 
requesting for and when you provided it to us.  
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For Internal Use Only 

 
Verified by (Name of Staff): ____________________________________________ 
 
Date: ____________________     Time: ___________________ 
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Form 2 Acknowledgement Of Access Request – Personal Data Received       

This form would take about 5 minutes to complete. 

ACKNOWLEDGEMENT OF PERSONAL DATA RECEIVED 

I. PARTICULARS OF REQUESTOR 

 
Name of Recipient: __________________________________________ 
 
NRIC Number / FIN of Recipient (last 4 characters): _________________ 
 
Contact Details: _____________________________________________ 
 

II. DOCUMENT / MATERIAL RECEIVED: 

 No. Document / Material Date Received 

   

   

   

   

   

   

   

  

____________________________                          ___________________ 
Signature of Recipient                                               Date (DD/MMM/YYYY) 
 

For Internal Use Only 

 
Name of Staff: ____________________________________________ 
 
Date: ____________________     Time: ___________________ 
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Form 3 Application To Correct Personal Data               

This form would take about 10 minutes to complete. 

I. APPLICATION TO CORRECT PERSONAL DATA 

Under the Personal Data Protection Act 2012 (“PDPA”), you are entitled to correct an error or 
omission in the personal data that we have. Please complete this form and submit it to:  
In person or by post: 
Data Protection Officer 
PAVE 
Blk 211 Ang Mo Kio Ave 3    
#01-1446   
Singapore 560211  
 

You can also email the completed form to us: 
dpo@pave.org.sg 
 

1. We will respond to your request for correction within 30 days. If we are unable to fulfil your 
correction request within 30 days after receiving the request, we will inform you in writing 
of the time in which we are able to fulfil the correction request. 
 

2. Please note that the corrected personal data will be sent to the organisations to which the 
personal data was disclosed by us within one (1) year before the date the correction was 
made, unless they do not need it for any legal or business purpose. However, please let 
us know if you prefer or agree to send the corrected personal data only to specific 
organisations (not being a credit bureau), and we will send the corrected personal data 
only to those specific organisations. 
 

3. Under Section 22(4) PDPA, we may not correct the personal data if we are satisfied on 
reasonable grounds that the correction should not be made. 
 

II. PARTICULARS OF REQUESTOR 

 
Name of Requestor: __________________________________________ 
 
Contact Number: ______________________ 
 
Email Address: ______________________________________________ 
 

     I am making an access request for my own personal data 

Please furnish a copy of <insert proof of identity accepted> for verification purposes. 

     I am making an access request on behalf of other individual(s) 

Please complete this section if you are making an access request on behalf of other 
individual(s). 
Name of other individual(s) whom you are making an access request on behalf of: 

________________________________________________________________________ 

Contact Number: ______________________ 

Email Address: _______________________________________________ 

Please furnish a copy of <insert proof of identity accepted> for verification purposes. 

III. DESCRIPTION OF THE PERSONAL DATA TO CORRECT 

To enable us to process your correction request quickly and efficiently, please  
1. specify the personal data you wish to correct; and 
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2. provide us with any information that may enable us to locate the personal data to be 

corrected, including information obtained from your previous access request identifying the 
specific personal data, time and date of collection, and its location. 
 

For Internal Use Only 

 
Verified by (Name of Staff): ____________________________________________ 
 
Date: ____________________     Time: ___________________ 
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Form 4 Consent Withdrawal Form                   

This form would take about 10 minutes to complete. 

I. APPLICATION TO WITHDRAW CONSENT 

Please fill up the following sections for PAVE to process your consent withdrawal.  
 

II. PARTICULARS OF REQUESTOR 

 
Name of Requestor: _________________________________________ 
 
Contact Number: ______________________ 
 
Email Address: ____________________________________________ 
 

     I am making a consent withdrawal for my own personal data 

Please furnish a copy of <insert proof of identity accepted> for verification purposes. 

     I am making a consent withdrawal on behalf of other individual(s) 

Please complete this section if you are making an access request on behalf of other 
individual(s). 
Name of other individual(s) whom you are making an access request on behalf of: 

__________________________________________________________________ 

Contact Number: ______________________ 

Email Address: ____________________________________________ 

Please furnish a copy of <insert proof of identity accepted> for verification purposes. 

III. DESCRIPTION AND ACKNOWLEDGEMENT TO WITHDRAW CONSENT 

1. To enable us to process your consent withdrawal request quickly and efficiently, please 
provide us with any information that would enable us to know the type of consent you 
have given and of which you want to withdraw. 
 
2. I understand that by submitting this consent withdrawal form, PAVE will not contact 
me in any manner for any forms of services in the future and I have understood all the 
consequences of my withdrawal including that PAVE will not be able to provide services 
to me. 
 
 
 
____________________________                                 ___________________ 
Signature of Requestor / Parent /                                    Date (DD/MMM/YYYY) 
Guardian / Official Care Giver                                             
 

For Internal Use Only 

 
Verified by (Name of Staff): ____________________________________________ 
 
Date: ____________________     Time: ___________________ 
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Form 5 Personal Data Breach Report           

This form would take about 15 minutes to complete. 

PERSONAL DATA BREACH REPORT 

 
Date of breach: _____________________________________________________ 
 
Date & time of breach discovery: ________________________________________ 
 

Location of breach: 

 

Types of personal data involved: 

 

Cause of the breach: 

 

Key description of incident: 

 

Potential harm to affected individuals: 

 

Number of affected individuals: 

 

Any steps that may be taken to contain the breach: 

 

 
Name of person reporting: ___________________________________________ 
 
Signature: __________________________________________________ 
 
Date & time of filing this report: _________________________________________ 
 

For Internal Use Only                                                     

 
Verified by (Name of Staff): ____________________________________________ 
 
Date: ____________________     Time: ___________________ 
 

 
Ref / Case No: _______________________________ 
 

 
Department Name: _____________________________________________________ 
 
Data Intermediary (if applicable): ___________________________________________ 
 
Staff in charge of post-breach remedial actions:_______________________________ 
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Remedial actions taken: 

 
 

Regulatory authority notified: 

Name of Regulatory Authority Date and Time 

  

  

Supporting documents submitted with this report: 
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Form 6 PDPA Employee Self-Declaration Form           

 

I, ________________________________________, 
 

 have attended the PDPA Policy briefing on _________________ 

 have read the latest PAVE PDPA Policy 

 shall ensure that I abide by the contents of the Policy at all times.  
 

 

 

Name of Staff: _______________________________________ 

 

Signature of Staff: __________________________ 

 

Date & Time: _______________________________ 
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